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Figure 1: Spidey Sense is a smartwatch wristband that produces squeezing sensations to alert people to “urgent” cybersecurity
warnings. (a) The latest version of the Spidey Sense wristband, compatible with an Apple Watch. This version was developed
after our evaluation. (b1) Top view of an Apple Watch with Spidey Sense; and (b2) Bottom view of an Apple Watch with Spidey

Sense.

ABSTRACT

Improving end-users’ awareness of cybersecurity warnings (e.g.,
phishing and malware alerts) remains a longstanding problem in
usable security. Prior work suggests two key weaknesses with ex-
isting warnings: they are primarily communicated via saturated
communication channels (e.g., visual, auditory, and vibrotactile);
and, they are communicated rationally, not viscerally. We hypothe-
sized that wrist-based affective haptics should address both of these
weaknesses in a form-factor that is practically deployable: i.e., as a
replaceable wristband compatible with modern smartwatches like
the Apple Watch. To that end, we designed and implemented Spidey
Sense, a wristband that produces customizable squeezing sensa-
tions to alert users to urgent cybersecurity warnings. To evaluate

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.

DIS 21, June 28-July 2, 2021, Virtual Event, USA

© 2021 Association for Computing Machinery.

ACM ISBN 978-1-4503-8476-6/21/06...$15.00
https://doi.org/10.1145/3461778.3462027

Spidey Sense, we applied a three-phased ‘Gen-Rank-Verify’ study
methodology with 48 participants. We found evidence that, relative
to vibrotactile alerts, Spidey Sense was considered more appropriate
for the task of alerting people to cybersecurity warnings.
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1 INTRODUCTION

Cybersecurity warnings remain an essential component of human-
in-the-loop secure systems, yet they often fail to capture people’s
attention and motivate action [8]. Prior work suggests there are
two underlying problems that help explain why.

First, existing security warnings are communicated through the
same overloaded channel as all other interruptions, warnings and
notifications: via primarily visual modals, occasionally accompa-
nied by a short audio and/or vibrotactile cue. Thus, with each
non-essential notification users receive — and there are many [43]
— they are trained to ignore the behavioral cues that are meant to
bring their attention to security warnings [14, 49, 51]. Second, un-
like threats in the physical world, cyber threats are communicated
rationally but not viscerally [14, 39]. For example, an SSL/TLS cer-
tificate encrypts a user’s sensitive data (e.g., passwords, credit card
numbers) and help them securely to be sent to a host server. Once
the certificate is expired, such data cannot be securely sent [52].
People might be able to see that they are navigating to a website
with an expired SSL/TLS certificate the way they might see a red
light on a pedestrian crossing. However, they may not feel that
they should not proceed to that website when they see an expired
certificate warning as they would if a friend had grabbed their wrist
before they jaywalked.

One way of addressing this problem is to have a secondary no-
tification channel that: (i) is used only to communicate important
cybersecurity warnings — so that users might learn to differen-
tiate alerts for urgent cybersecurity warnings versus other types
of alerts; and, (ii) can communicate threats affectively — so that
users might “feel” a potential threat in addition to seeing pertinent
information about the threat. More formally, we need a mechanism
of delivering cybersecurity warnings that helps bridge the gap be-
tween the presence of a cyber threat and the perception of that threat.
We hypothesize that affective haptics and interfaces [10, 16, 50]
can help bridge that gap. To explore this hypothesis, we present
Spidey Sense, a smartwatch wristband that alerts people to urgent
cybersecurity warnings through affective squeeze haptics. In short,
we designed Spidey Sense to be an affective, secondary channel
to deliver urgent cybersecurity warnings to end-users in varied
contexts: not just when a user is situated in front of a laptop screen,
but also when they are on-the-go, in a meeting, or interfacing with
a screenless device (e.g., a smart lock).

Historically, deploying a wearable device specifically for cyber-
security has been considered impractical. Cybersecurity is, for most
people, a secondary concern [13, 31, 36], and it is unlikely that a
typical end-user would purchase and wear a tangible apparatus
specifically for the purposes of improving their cybersecurity be-
haviors. However, smartwatches are increasingly popular and many,
like the Apple Watch, have switchable wristbands. By developing a
smartwatch wristband that can produce an affective haptic effect
independent of the standard vibrotactile cues, we should be able
to improve the perception of cybersecurity warnings in a manner
that is both practical and deployable.

In designing Spidey Sense, we explored a wide spectrum of hap-
tics, e.g., providing electrical impulses and producing prickling
sensations using a robotic finger. Ultimately, we settled on “squeez-
ing” for three reasons. First, we drew inspiration from prior work in
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psychology that found that people perceive a wrist squeeze as being
associated with the emotions of fear and surprise [12, 21, 22, 25].
Second, squeezing sensations are generally painless. Third, the me-
chanical and electrical components used to produce a squeezing
sensation can unobtrusively fit into a smartwatch wristband.

To explore the design space of wrist-mounted squeeze haptics
and converge on one that is empirically effective for urgent cyberse-
curity warnings, we employed a three-phased study methodology —
“Gen-Rank-Verify” — adapted from the “Find-Fix-Verify” crowd pro-
gramming pattern from prior work in HCI and haptics [5, 40]. For
the “Gen” phase, we recruited a small set of participants to indepen-
dently create a unique squeeze notification using a design GUI that
we constructed for manipulating the Spidey Sense wristband. For
the “Rank” phase, we recruited an additional 30 participants to rank
the initial set of squeeze notifications created in the previous phase,
through a randomly-bracketed tournament where they made a se-
ries of pairwise comparisons. Finally, for the “Verify” phase, we ran
a within-subjects experiment comparing the top-ranked squeeze
notification vis-a-vis a vibrotactile baseline control condition — i.e.,
the current state-of-the-art for communicating warnings through a
haptic channel. Through this three-part study, we converged on a
Spidey Sense cue — one with many large, rapid pressure pulses —
that was considered more appropriate than the vibrotactile baseline
for alerting users to urgent cybersecurity warnings. Examining
how psychological events are affected by squeeze haptics is beyond
the scope of this paper.

Our work has limitations: most notably, we do not account for
habituation effects, nor do we test Spidey Sense’s effect on user
behavior in the field. Nevertheless, our contributions should help
synchronize the research agendas of the affective computing and
usable security communities—a partnership we expect will become
increasingly important as computing, and the cybersecurity threats
it entails, further physicalizes. More concretely, we offer the follow-
ing contributions in this paper:

o We iteratively designed and developed a smartwatch wrist-
band that produces affective squeeze haptics to alert people
to urgent cybersecurity warnings.

e We employed a three-part study methodology, “Gen-Rank-
Verify”, to systematically explore an open-ended haptic de-
sign space for affective cybersecurity warnings. Through
this study, we show that cybersecurity warnings accompa-
nied with a Spidey Sense cue were rated as more appropriate
for urgent cybersecurity warnings than when they were
accompanied by a vibrotactile cue.

2 BACKGROUND AND RELATED WORK

2.1 Improving Cybersecurity Warnings
through Design

Cybersecurity warnings have been extensively studied. To date, the
dominant thrust of this background work has focused on improving
visual communications. Akhawe et al. ran a field study to evaluate
the effectiveness of widely-used web browsers’ security warnings.
The authors found that while malware and phishing warnings
helped prevent some users from visiting malicious websites, many
users ignored the warnings outright [2]. Similarly, Sunshine et al.
found that people learned to ignore the visual cues of SSL security
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warnings [49. Egelman et al. examined the e ectiveness of visual di erent application areas: e.g., to enhance virtual reality expe-

phishing warnings in web browsers and found that even though riences 1] and help novice surgeons hone their surgical skills

security indicators did help some people heed phishing warning, [9].

those warnings were still often ignoredld]. Beyond web browsers, Additionally, researchers have developed wrist-worn haptic de-

Felt et al. surveyed users on the e ectiveness of Android's permis- vices that provide on-skin electrotactile feedback. Pohl et al. de-

sions system, nding that end-users often did not pay attentionto  signed a wrist-worn haptic device that provides electric stimulation

and had low comprehension of permission screens [18]. on a skin to replicate itching sensatiodf]. Withana et al. devel-
Prior work has also demonstrated the need for non-visual warn- oped an on-skin tactile interface to provide electric stimuli to a

ing modalities. Micallef et al., for example, explored combinations nger [54].

of modalities for smartphone noti cations and found that people While prior work illustrates the promise of wrist-worn haptics

preferred privacy noti cations to be non-auditory and distinct from  for a variety of application areas, the exploration of wrist-mounted

other types of noti cations B5. Beyond user preference, Vance haptics to better communicate cybersecurity warnings remains

et al. [61] found neurological evidence that non-essential noti ca-  unexplored. In this work, we connect these two promising but

tions can blur with security warnings when distributed through  disparate thrusts of research.

the same communication channels, further motivating the need to

communicate security and privacy information through distinct 2.3 Designing Haptic Feedback Patterns

not (.:at.lon chaqnels. Yet, .eX|st|ng smartphopes and smartwatche§ Exploring the design space of haptic feedback patterns best suited
are I|m|_ted to visual, auditory, and conventional motor-based vi- to a speci ¢ purpose remains a largely open problem, though prior
brotac_tlle fee_dback these C_ha””?'s are already overloaded and work provides pointers. Saket et al. experimented with various
associated \.N'th noq-es;entlgl not cat|o'ns. . smartphone vibration patterns to see which vibration pattern was

. Overcomln_g habituation i.e., people’s teno_lency 1o be desensi- the most e ective in alerting end usersdd. The authors designed
tized t(.) warnings over repeated EXposures 15 gnother_key chal- ten vibration patterns created with four signal types (e.g., short
Ienge. In improving security and privacy warnings. Prior wprk vibration on/o , long vibration on/o ) and asked participants to
descr_lbes th"?“ people develop an automgted response to I9NOre hoose the pattern best capturing urgency of noti cation. However,
security wamings as they repe_atedl_y experlenge_the Samewarning g5 et et al. did not do a systematic design space exploration of
cue [46,47,49. Anderson et al..ldentlfy that providing variations (?f possible vibration patterns they designed the tested patterns
feedback patterns polymorphic warnings could reduce people's themselves. Obrist et al. introduced a method to systematically

habitu_atioqto security Warni_ngs [3]'. . . explore and evaluate an open-ended design space of haptics with
While prior work has studied and improved the visual and infor- distinct groups of participants4d. We adapt and extend Obrist

matlton con;mu_nlcatlon of Sfcgrlty Warﬂm%ﬁ‘ thereggm?ms Sﬁ;‘" " etal's methodology to systematically explore the design space of
cant room forimprovement. Speci cally, the combination oTtIS =4 g¢tiye squeeze haptics for cybersecurity warnings.
prior work suggests that existing warnings are often ignored by

end-users for two key reasons: (i) they are communicated via over-
saturated communication channels that users learn to ignore; and, k
(i) they are communicated rationally, not viscerally. We explore Cybersecurity
a ective haptics to help address both of these problems. To address Physiological theories of emotion suggest that the sense of touch
these two gaps, we explore the use of a ective haptics to improve communicates emotion e.g., the sensation of being squeezed
security warning communication a design space inspired but  can communicate anger, fear, sadness, and surprise to a person
under-explored by prior work. [4,21, 22. A ective haptics is the study and design of devices that
take advantage of this fact to elicit, enhance, or in uence users'
. . . . emotional state via their sense of touct 50. The design space

2.2 Haptic Feedback in Wrist-worn Devices for a ective haptics has been explored in various areas such as
Prior work in HCI has explored the incorporation of expressive  gaming [28, anxiety and depression treatmeng]} and assistive
haptic feedback in wrist-worn devices. One recent approach is to communication technologies for children with autism f]. Perhaps
use tactile displays: lon et al. implemented a tactile display in a most relevant for our purposes, the sensation of a wrist-squeeze is
wrist-worn form factor to communicate a variety of information highly linked to eliciting emotions of anger and fear [25].
via tactile message®f, while Huang et al. use tactile displays to To date, there has been relatively little cross-exploration of af-
a ord new gaming and video experienceg4]. Moreover, Lee et al. fective haptics with e orts in cybersecurity. The most related prior
explored the use of air to provide non-contact tactile stimulation work come from works-in-progress that explore thermal feedback
for situations when contact between skin and a tactile display may as a way to improve a end-user's security awareness. Wilson et al.
not be possible. [32]. introduced thermal feedback as a new way to communicate web

Beyond tactile displays, other prior work has explored mechanicallybrowser security warnings to a user by examining the association
powered wrist-worn haptics. Leigh et al., for example, developed a between people's perception about temperature and the level of
wrist-mounted robotic nger for mechanical hand augmentation  security [53. Furthermore, Napoli et al. discuss that the e ect that
that enables synergistic interaction between a hand and machine thermal stimulation has on an end-user's cognition can help im-
joints (e.g., noti cation with a gentle tap on a user's hand}4. prove their security awareness. Their preliminary ndings suggest
Other researchers have utilized wrist-mounted squeeze haptics for that thermal stimulation could help communicate the security of

2.4 A ective Haptics and Applications in
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TLS certi cate to end-users. However, they also note that this ther- 4.1  Selecting the Right A ective Haptic Type
mal feedback might confuse end-users because the heating pad and Form Factor
used to deliver the thermal warning may contain residual heat after
users navigate away from an insecure websi8§[ Additionally,
Song et al. implemented a wrist wearable that provides thermal and
squeeze haptic feedback, and studied that thermal feedback was
more confusingly recognized than squeeze feedback [48].

Inspired by background literature in a ective haptics, we explore
an alternative mechanism to deliver haptic cybersecurity warnings:
a wristband that produces programmable squeeze e ects.

Tier 1 devices are typically not wearable, and thus have limited abil-
ity to provide direct haptic feedback. Historically, wearable devices
have been impractical for day-to-day cybersecurity applications
they can be socially inappropriate and/or prohibitively expen-
sive, both of which are damning for any application that primarily
bene ts a secondary concern, like cybersecurityd 31, 3. How-
ever, smartwatches with interchangeable wristbands, like the Apple
Watch, are increasingly popular and socially acceptatdd.[More-
over, smartwatch wristbands are relatively cheap and are placed
3 TARGET DESIGN SPACE OF SPIDEY SENSE directly on the skin. Accordingly, our key design insight is that
if we can create a smartwatch wristband that can deliver a no-
ticeable haptic e ect and that is compatible, out-of-the-box, with
commercial smartwatches, we should be able to create a practically
deployable a ective haptic system for cybersecurity warnings.
Inspired by prior work in a ective haptics, we started by imple-
menting early prototypes of four competing designs that we hy-
pothesized would elicit a visceral response:§ymbiont a robotic
nger that produces a programmable scratcB{; (i) Goosebumps
an electrical impulse generatodf] that produces localized goose-
bumps; (iii)ModiFiber a thread-based, arti cial muscle actuator
that produces a light squeezEy; and, (iv) Mechanicala linear
actuator that produces a programmable squeeze. To choose among
4 EXPLORATORY FORM FACTOR these four early form-factors we evaluated each prototype, in turn.
EVALUATIONS Symbiont. We rst attempted to replicate a creepy-crawly ef-

Inspired by its namesakkpur top-level design consideration for fect i.e., the acute repulsion that accompanies the sensation of an
Spidey Sense was to create a practically deployable device that insect crawling on one's skin. Leigh et al. introduced the concept
produces a ective haptic e ects that alert people to urgent cy- of a robotic symbiont: i.e., a programmable robot nger as an
bersecurity warnings. We consider cybersecurity warnings to be interactive agent 83 34. We adapted and modi ed the symbiont to
urgent when the risk of harm is severe and immediatsser action produce a rubbing or scratching sensation on one's hand or wrist to
is necessary to mitigate harm. approximate the creepy-crawly e ect. Ultimately, this form factor
We targeted urgent scenarios in which outright prevention of ~ Was impractical for two reasons: rst, it required bulky mechanics
potentially risky behavior may be paternalistic and inappropriate ~ that made it uncomfortable to wear; second, the robot nger is
(and doing so can result in users nding insecure workarounds or intentionally obtrusive, reducing the situations in which it might
becoming frustrated], 13). For example, a user may be aboutto D€ socially acceptable.
install software with predatory data collection practices, or may Goosebumps. Goosebumps are involuntary skin bumps that
have navigated to a website that is known to distribute misinfor- develop when a person experiences strong emotions. We next ex-
mation. In these situations, we want the user to be clearly aware Plored light electrical pulses to produce localized goosebumps,
of the risk and facilitate a safer course of action, but want users to Inspired by prior work [42, 54. Electrical pulse generators can be
retain agency. space e cient: they require only conductive electrode pads that
These cybersecurity warnings typically occur on what Hong make direct contact with the skin to provide noticeable electric
calls aTier 1device 3 i.e., devices that a ord high interactivity stimulation. However, in our early user tests, we found two miti-
and require high computation and high user attention. For example, 9ating concerns. First, if the electrode pads lose contact with skin,
laptops and smartphones are Tier 1 devices, while a Nest thermo- the generated pulses are markedly less noticeable. Placed on the
stat is not. These Tier 1 devices typically collect large amounts wristband of a smartwatch, it is likely that the electrodes will shift
of sensitive data and o er federated access to other important ac- POsition and frequently break direct contact throughout the day.
counts (e.g., bank accounts). If these devices were compromised, aSecond, we found that the produced e ect was inconsistent within
large proportion of an individuals' personal data and devices would & US€r and across users: each individual has unique skin resistivity

be compromised, in turn. Therefore, heeding urgent cybersecurity and this resisitivity varies with perspiratiorf2 54. Skin resistivity,
warnings on these devices is critical. in turn, impacted the noticeability of the electrical pulses.

ModiFiber & Mechanical Squeezes. Prior work on the com-
munication of emotion via touch suggests that people naturally
associate sudden squeezes as being associated with anger, fear
and surprise. R7. In addition, Baumann et al. studied that such

1spider-Man, a Marvel Comics superhero, has the ability to discover nearby danger emotions can be expressed through squeeze-haptics ona \m]ist [
with his spideysense.

In the lexicon of Schaub et al.'s design space for privacy noti cations,
we can think of Spidey Sense as a just-in-time (urgent), haptic,
non-blocking noti cation through a secondary channel readily

di erentiable from other commonly used alert modalitied§. More
generally, Spidey Sense helps address an old problem that people
ignore cybersecurity warnings with a new solution: a functioning,
deployable haptic noti cation apparatus that produces a novel,
squeezing haptic e ect. In designing and evaluating Spidey Sense,
we build on prior work in haptics, tangible interaction, and usable
security to construct a deployable and practical form factor.
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Figure 2: Assembly of Spidey Sense: (a) before assembly; (b) after assembly. Spidey Sense actuation: (c) initial status; (d) Spidey
Sense provides squeezing sensation when a gear on a servo motor rotates shortening the length of the wristband by 16.0mm
at the maximum; (e) Top view of the Spidey Sense device with a microcontroller (Microduino Core and Microduino BLE)

Accordingly, we next explored two di erent types of actuators to
produce awrist squeeze an arti cial muscle and a servo motor. The
underlying principle behind both actuation methods is the same: an
adjustable length wrist band is constricted to produce a squeeze
and expanded to relax the squeeze. Recent prior work introduced
ModiFiber: an arti cial muscle in the form of thin silicone-laced
threads that shrink when powered and return back to their original
shape without power 19. We implemented ModiFiber and inter-
laced the shrinking threads in a silicone wristband, but found that
actuation was too slow and weak to be noticeable for our purposes
(5% thread length shrinkage rate for around 20 seconds). We then
tried a mechanical approach that we adopted and modi ed proto-
types introduced in prior work §, 48: speci cally, we designed an
adjustable-length wristband that can be programatically shrunk or
expanded through a linear servo motor. Ultimately, we proceeded
with this fourth design because the mechanical servo motor can
produce a reliable and strong squeeze e ect in a comfortable form-
factor that is small and unobtrusive.

5 SPIDEY SENSE AN AFFECTIVE
WRISTBAND FOR URGENT
CYBERSECURITY WARNINGS

for our evaluations, but will show how we improved our design for
practical deployability and wearability in the Discussion section.

The length of the wristband is adjusted by the motor. As the
motor rotates clockwise or counter-clockwise, it pushes or pulls
the gear rack that is, in turn, attached to a lug that holds a silicone
strap connected to the full wristband. The gear rack's actuation
range is 16.0mm (see Figure 2). Since each user has their own wrist
circumference and might wear their watch di erently, the squeez-
ing pressure that Spidey Sense can produce can be di erent from
individual-to-individual. To reduce this variation, when putting on
the Spidey Sense wristband, the wristband should be fully tted.

Note that our design is independent of any speci ¢ smartwatch
platform. In practice, any smartwatch could directly communicate
with the microcontroller that actuates the wristband.

6 EVALUATION

As Baumann et al. have studied that di erent emotions can be
elicited by varying patterns of squeeze haptie§,[our evaluation
was designed to examine if such squeeze a ective haptics can be
applicable to alert users situated in our speci c target scenarios

i.e., for urgent cybersecurity warnings. Thus, we consider the
broader examination of how psychological events are a ected by
squeeze haptics to be out-of-scope.

In order to produce a noticeable squeeze, Spidey Sense dynamically

adjusts the length of a smartwatch wristband. We implemented a
mechanical linear actuator using a servo motor to adjust the wrist-

6.1 Study Design: "Gen-Rank-Verify"

band length. For the Spidey Sense device (Figure 2), we attached aThe high-level objective of our study was to systematically explore
SG90 servo motor to a metal gear (McMaster-Carr, 14-1/2 Degree the design space of squeeze haptics in order to nd a squeeze noti-
Pressure Angle) that traverses over a PLA-based 3D-printed gear cation that improves people's perception of urgent cybersecurity

rack. The motor is controlled via a microcontroller placed on the
servo motor. We tried two types of microcontrollers, Arduino Uno
and Microduino Core. Both microcontroller setups work similarly
in terms of motor control. The microcontroller, in turn, is pow-
ered by a USB cable connected to an external power source (in
practice, this would be the smartwatch). (Figure 2 (e)) At the ends
of both sides, we a xed a silicone smartwatch wristband (width
22mm) that users could wear on their wrist. We used this model

warnings. To do so, we employed a three-part study we call Gen-
Rank-Verify. (Figure 3). Broadly, the goal of this three-part study
was to enlist three separate sets of participants to converge on
an a ective wrist-squeeze pattern that was well-suited to a target
scenario.

We started by selecting two grounding videos that exempli ed
the target scenarios for which we designed Spidey Sense. Then, we
primed participants to think about our target scenarios by having
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